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Abstract

We describe GEVOL, a system that visualizes the evolution
of software using a novel graph drawing technique for visu-
alization of large graphs with temporal component. GEVOL
extracts information about a Java program stored within a
CVS version control system and displays it using a tempo-
ral graph visualizer. This information can be used by pro-
grammers to understand the evolution of a legacy program:
Why is the program structured the way it is?7 Which pro-
grammers were responsible for which parts of the program
during which time periods? Which parts of the program ap-
pear unstable over long periods of time and may need to be
rewritten? 'This type of information will complement that
produced by more static tools such as source code browsers,
slicers, and static analyzers.
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e Bob is asked to port P to a new operating system or
architecture.

In many cases Bob will find that the program is undocu-
mented, unstructured, and poorly written. Worse, the orig-
inal developers may not be available to explain how the sys-
tem works. Before he can start modifying the program he
therefore needs to build a mental model of its structure. To
aid in this discovery process he can run the program, exam-
ine the source code, and read any available documentation.
Various tools such as source code browsers and static ana-
lyzers may be helpful in this respect.

In this paper we will describe a new tool — GEVOL —
that aid in the discovery of the structure of legacy systems.
GEVOL discovers the evolution of a program by visualizing
the changes the system has gone through. In particular,
GEVOL extracts information about Java programs that are
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Our current test case
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90,000 lines of code develope&over 200 days.

. NON | Default

> cd /Users/collberg/wmark/smark3
> oS 1og .l & gawk '/date: 2002/{print $2}' | sort -u | wc -w I
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Abstract

We present a new general “ecknique for proteciing clients in
dist-ibuted systems azainst Remote Men-at-the-end (R-MATE)
attacks. Such attacks occur in settings where an adversary has
physical access W an unirusted client device and car oblain an
sdvantage from tampering with the hardware itszlf or the soft-
ware it cortairs

In our system, the trusted serve: overwhe/ms the untrusted
clieat’s analyt.cal ablities by continuously and automatically
generating anc pushing t him divesse client code variants. The
diversity subsystem employs a set of primitive code transfor-
matons that provide an eve ~changing attack tarzet for the ad-
versary. making tampering difficult without this being detected
by the server.

1. Introduction

Man-at-the-end (MATE) attacks occur in settings where an
adversary 1as physical access o a device and compromises il
by anpering win its hardware or software. Remote man-at-
the-cnd (R-MATE) attacks occur in distributed systems where
untrustad elients are in frequent communication with trustea
serversover aaetwor<. and malicious user can get an advantage
by compromising an untusted device.

To illusirate the wsiquity of R-MATE vulnerabilities, con-
suder the following four scenaros. Fust, in tie ddvanced Me-
sering Infrasraemre (AMI) for conrolling the electrical power
grid, networked devices (“smart meters™) ate istalled at in
dividual house-holds to allow twoe-way communication with
conrol servers of the utility company. In an R-MATE attack
against the AMI, 2 malicious cansume: tanpers with the meter
io emulate an imminent blackeut, or to trick a control server
10 send disconnedt commands o other custorers [7.(21).
ond. massive mutiplayer online ganws are susceptible to R-
MATE attscks sirce a malicious player who tampers with the
game client can getan advantage over other plavers [16]. Third.
wireless sensors are oftea deployed in unsecured enviroaments
{such as theaters of war) where they are vunerable to tampering
attempts. A compromised sensar could be coached irto supply-
ing _he wreng observations w a dase sation, Gusing rea-world
damage. Finally, while electron ¢ haalth records (EHR) are typ
ically protected by encryption while stored ir databases and in
transit ‘o coctors” offices, they are vulnerable to R-MATE at-
tack if' an individial doctor’s client machiae is compromised.

1.1 Overview

In each of the scenarios above the adversary's goal is to
tamper with the client code and data under his control. The
trasted server’s goal 15 to delect any such integrity violations,
aficr which countermensuses (such as sevenng connections, le-
gul remedies, ete.) can be launched.

Security mechanisms, Ir this paper we presant a system
that achieves protecticn against R-MATE attacks through the
extensive use of code diversty and coatinuous code replace-
ment In ou’ system, the trus.ed server continuously and aulo-
muatically penerates diverse variants of client code, pushes these
code updates to the untrusted clents, and installs them as the
client is ranning  The invention is to forer the cliert ta om-
stantly asalyze and re-anal yze incoming code variants, theresy
overwhe/ming his analytical abilities, and meking i@ difficalt
far him o tamper with the continuously changing code withcut
this being detected by the trusted server

Limitaticns. Our system specifically targets distributed ap-
plications which have frequent client-server communication,
sice client tampenng car only be cetectec at client-server in-
teraction events. Fartkermore, whilz our use of code diversity
can aelay an attack, it canno: campletely prevent it. Ous geal
is therefore the rapid detection of attacks: applications which
need to completely prevent any tampering of client code, for
even the shortest length of time, arenotsuilable targets for our
systen. To see this, consider the following timeline in the his-
tary of adistributed application running under our system:

1 clian 1 server f3. server
tampe-s detects tesponds

l l l

L

v €2 € €3 es e ey

] P—

1 I

Tae ¢ are Intaractior events, points in time when clisnts com-
municate with servers eitker 1o exchange application datz orto
perform coce updates. At time () the clieat tampers with the
code uncer his conirol Unatil the next irteraction event, curig
interval iy, the chient runs autonomously, and tie server canrot
detea the atacs. AL time 1, afler @n interval £ consisting off
a few interaction events, tie client’s tampering has caused it to
display anomalous behavior, perhaps through tae use of an out-
dated conmunication protocol, and the server detects this. At
time 3, finally, the server issues a resporse, perhaps by shutting
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Consequences

By
e not sharing their artifacts,
e (perhaps unintentionally) leaving holes
in their publications, and
e not responding to questions,
the authors have effectively guaranteed

that their claims can never be refuted.
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the paper.
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(Prepare to Share) '

Unless a project starts with the
express goal of post-publication
artifact sharing, getting the right
code, in a timely fashion, out of
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Abstract

‘We present a new general “ecknique for protecing clients in
dist-ibuted systemns azainst Remote Man-at-the-end (R-MATE)
attacks. Such attacks occur in settings where an adversary has
physical access W an unirusted client device and car oblain an
sdvantage from tampcering with the hardware its:lf or the soft-
ware it cortairs

In our system. the trusted serve: overwhe/ms the untrusted
clieat’s analyt.cal abilities by continuously and automatically
generating anc pushing o him divesse client code variants. The
diversity sibsystem employs a set of primitive code transfor-
matons that provide an eve ~changing attack tarzet for the ad-
versary. making tampering difficult without this being detected
by the server.

1. Introduction

Man-at-the-end (MATE) attacks occur in settings where an
adversary 1as physical access o a device and compromises il
by amoering win its hardware or software. Remote man-al-
the-end (R-MATE) attacks occur in distributed systems where
untrusted elients are in frequent communication with trustea
serversoveraaetwor<, and malicious user can get an advantage
by compromising an untusted device.

To illusirate the wsiquity of R-MATE vulnerabilities, con-
sider the Tollowng four scenaros. Fust, in tie ddvanced Me-
sering Infrasoracmre (AMI) for conrolling the electrical power
grid, networked devices (“smart meters™) are istalled at in
dividual house-holds to allow two-way communication with
conrol servers of the utility company. In an R-MATE attack
against the AMI, 2 malicious cansume: tanpers with the meter
o emulate an immninent blackeut, or to trick a control server
10 send disconned commands 1o other custorers [7.
ond. massive mutiplayer online ganes are susceptible to R-
MATE attacks sirce a malicious player who tampers with the
game client ca getan advantage over other plavers [16]. Third.
wireless sensors are oftea deployed in unsecured enviroaments
(such as theaters of war) where they are vunenabl: to tampering
attempts. A campromised sensar could be coached irto supply-
ing .he wrong observations W a ase siation, Gusing rea-workd
damage. Finally, while electron ¢ haalth records (EHR) are typ
ically protected by encryption while stored ir databases and in
transit ‘o coctors’ offices, they are vulnerable to R-MATE at-
tack if an individial doctor’s client machiae s compromised.

L1 Overview

In each of the scenarios above the adversary's goal is to
tamper with the client code and data under his control. The
trasted server’s goal 1s to dewect any such integrity violations,
aftcr which countermensuses (such as sevenng connections, le-
gul remedies, ete.) can be launched.

Security mechanisms, Ir this paper we present a system
that achieves protecticn against R-MATE attacks through the
extensive use of code diversty and coatinuous code replace-
ment In ou system, the trusied server continuously and auto-
matically generates diverse variants of client code, pushes these
code updates to the untrusted clents, and installs them as the

o=
ereyy
fficalt
ithout

« ap-
A . ation,
siice client tampenng car only be cetectec at client-server in-
teraction events. Furtbermore, whilz our use of code diversity
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PLDI 2017 PLDI Research Artifacts

Important Dates

Call for Research Artifacts @O AcE (UTC-12h)

PLDI 2017 is continuing the novel experiment that began at PLDI 2014 and
which has been employed for PLDI 2015 and 2016: giving authors the
opportunity to submit for evaluation any artifacts that accompany
their papers. Similar experiments ran successfully for OOPSLA, POPL,
ESEC/FSE and ECOOP.

Mon 10 Apr 2017
Research artifact acceptance
notification

Wed 1 Mar 2017
Basic artifact functionality

Background evaluation deadline

A paper consists of a constellation of artifacts that extend beyond the Mon 20 Feb 2017
document itself: software, proofs, models, test suites, benchmarks, and so Research artifact
on. In some cases, the quality of these artifacts is as important as that of submission deadline
the document itself, yet most of our conferences offer no formal means to
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eReading, writing, presenting, reviewing papers
eExperimental design

eStatistics, data processing, visualization
eProposal writing, career issues

eIntellectual property, research ethics
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Reproducibility???



MASSACHUSETTS INSTITUTE OF TECHNOLOGY
v, sDEPARTMENT OF MECHANICAL ENGINEERING

2.671 Measurement and Instrumentation

Keeping a complete and accurate
record of experimental methods and
data ... could someone else, ... use
your notebook to repeat your work,
and obtain the same results?
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Dear B, | read your nice
paper, thanks for sharing the

code! However, I’'m unable
to reproduce your results.

Sincerely,
A




Dear A, thank you for pointing

out our errors!

Best wishes,
B
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Yes, Computer Scientists Are Hypercritical

By Jeannette M. Wing
October 6, 2011
Comments (15)

wewm:égéﬂ SHARemd@GU;J

Are computer scientists hypercritical? Are we more critical than
scientists and engineers in other disciplines? Bertrand Meyer's
August 22, 2011 The Nastiness Problem in Computer Science blog
post partially makes the argument referring to secondhand
information from the National Science Foundation (NSF). Here
are some NSF numbers to back the claim that we are hypercritical.

This graph plots average reviewer ratings of all proposals
submitted from 2005 to 2010 to NSF overall (red line), just
Computer & Information Science & Engineering (CISE) (green
line), and NSF minus CISE (blue line). Proposal ratings are based
on a scale of 1 (poor) to 5 (excellent). For instance, in 2010, the
average reviewer rating across all CISE programs is 2.96; all NSF
directorates including CISE, 3.24; all NSF directorates excluding
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The Nastiness Problem in Computer Science

By Bertrand Meyer
August 22, 2011
Comments (33)

wewm:égég SHARED@@GU

Are we malevolent grumps? Nothing personal, but as a community
computer scientists sometimes seem to succumb to negativism.
They admit it themselves. A common complaint in the profession
is that instead of taking a cue from our colleagues in more cogently
organized fields such as physics, who band together for funds,
promotion, and recognition, we are incurably fractious. In
committees, for example, we damage everyone's chances by
badmouthing colleagues with approaches other than ours. At least
this is a widely perceived view ("Circling the wagons and shooting
inward," as Greg Andrews put it in a recent discussion). Is it
accurate?

One statistic that I have heard cited is that in 1-to-5 evaluations of
projects submitted to the U.S. National Science Foundation the
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Examining “Reproducibility in Computer Science’

1 What We Are Doing

Welcome to repo-repe-repro: the repository to repeat an experiment in “reproducibility”!
A group led by Christian Collberg attempted to evaluate the buildability of artifacts from
research papers. Our goal is to allow the community to review and reconstruct their

findings. Note: We are not the original authors! If you have questions about the originai
study, please contact them, not us!

We are grateful to Collberg, ct al. for initiating this discussion and making glltagir data
available. This is a valuable service based on an enormous ¢

Even if we end up disagreeing with their findings, we remain d

their service to the community by highlighting these important iss

We do disagree with Collberg, et al.’s use of the term “reprodug
including ourselves, associate it with an independent reconstruc
paper, for instance, spells out the difference between repeatabil
and provides interesting examples.



Please let us know if there's
anything we can do in support of
your efforts to examine our

paper! We think your effort is
terrific!
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Notice

Please disregard the results below — they are included for completeness but
contain numerous errors. We have redone the study and report the new results.

We originally put up this website so that the reviewers of our submitted paper could have access
to our raw data, code, and technical report, in case they wished to review it. It was never publicly
announced. Nevertheless, the site became public knowledge, and over the last week we have
received many emails pointing out many apparent errors in the data. Some of these errors are, no
doubt, a consequence of the definition of reproducibility we used in the study:

Can a CS student build the software within 30 minutes, including finding and
installing any dependent software and libraries, and without bothering the authors?

As a result, we made another pass over the data, along with the people behind this site. We very
much welcome these reviews-of-the-reviews - this is exactly the way science should work! Please
don't hesitate to contact us should you have any further questions and comments.

This page 1s set to be unindexed by search engines.

Christian and Todd
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backed up, we made a second ORA re-
quest, this time for the email messages
among the authors, hoping to trace the
whereabouts of the source code. The
legal department first responded with:
“... the records will not be produced
pursuant to [ORA sub-clause].” When
we pointed out reasons why this clause
does not apply, the university relented
but demanded $2,263.66 “ ... to search
for, retrieve, redact and produce such
records.” We declined the offer.

We instead made a Freedom of In-
formation Act request to the National
Science Foundation for the funded
grant proposals that supported the re-
search. In one, the principal investiga-
tor wrote, “We will also make our data
and software available to the research
community when appropriate.” In the

 are included for completeness but
the study and report the new results.
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To incentivize authors to share their
research artifacts, publishers should
require pre-publication declarations
from authors specifying their
commitment to sharing code and data.
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They did *crap™ work, would not

admit to when caught out and even
pretended it hadn’t happened.
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...these researchers have done a
_disservice to science by publishing a
1\ study they knew to be horse manure,
/ and then piling more bull crap on it

‘when caught ... they are simply trying
to build a reputation off a problem
they don't really care to solve ...

https://www.facebook.com/jvitekjr/posts/10155809013435351



To the University of Arizona
Institutional Review Board:

Revoke their IRB permission!




1.Their deception study was bad
— | don’t trust them!




1.Their deception study was bad
— | don’t trust them!
2.They’re violating my privacy!

The authors
ehave
ehave not
verified




1.Their deception study was bad
— | don’t trust them!

2.They’re violating my privacy!

3.They’re spying on my computer!

The authors
ehave
ehave not
verified
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Without a culture of respectful
academic interchange, where
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failure is seen as an accepted part ll

of the progression of science,
sharing will not become default
behavior.
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RisKS Rewards

Credibility: They may trust

your work more when they
can try it.




RisKS Rewards

Credibility: They may find Credibility: They may trust

bugs and not trust your your work more when they
results. can try it.




Credibility: They may find
bugs and not trust your
results.

Rewards

Credibility: They may trust
your work more when they
can try it.

Visibility: They may notice
your work when they can
build on it.




Credibility: They may find
bugs and not trust your
results.

ROI: They may ignore your
code in spite of your efforts
to share.

Rewards

Credibility: They may trust
your work more when they
can try it.

Visibility: They may notice
your work when they can
build on it.
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The root of the scientific ;8

‘| transparency problem is sociological,
not technological: we do not share l

# solid artifacts because there is little

" professional glory to be gained from @

, doing so. ’
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Recommendations for VISSOFT
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1.Agree on a checklist & Share everything

M Document software
you can’t include

™ Clearly link paper to
artifact

1 Include external code

™M Ensure availability

M Use permanent email
addresses




Recommendations for VISSOFT

1.Agree on a checklist
2.Describe experiments



Recommendations for VISSOFT

1.Agree on a checklist
2.Describe experiments
3.Require sharing statement



CSET’18 CFP

... Include in the paper an artifact sharing
statement describing whether some or all of
the artifacts will be made available to the
community ... This statement should be
present during both submission and in the
final version of the paper. ... while sharing
may be taken into account by reviewers, it
1S not a requirement for acceptance.




Recommendations for VISSOFT

1.Agree on a checklist
2.Describe experiments
3.Require sharing statement
4.Ensure consistency between
paper and artifact:

Camera-Ready: July 31, 2019
Artifact Submission: July 8, 2019



~1st Law of Artifact Sharing
.' (Corollary to Max Planck’s Quip)
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