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Abstract

We present a new general “ecknique for proteciing clients in
dist-ibuted systems azainst Remote Men-at-the-end \R-MATE)
attacks. Such attacks occur in settings where an adversary has
physicul access W an unirusted client device and car oblain an
sdvantage from tampering with the hardwar for the soft-
ware it cortairs

In our system, the trusted serve: overwhems the untrusted
clieat’s analytcal abilities by continuously and automatically
generating anc pushing t him divesse client code variants. The
diversity subsystem employs a set of primitive code transfor-
matons that provide an eve ~changing attack tarzet for the ad-
versary making tampering difficult without this being detected
by the server.

1. Introduction

Man-at-the-end (MATE) attacks occur in settings where an
adversary 1as physical access o a device and compromises il
by mnoering wini its hardware or software. Remote man-al-
the-end (R-MATE) attacks occur in distributed systems where
untrustad elients are in frequent communication with trustea
serversoveraietwor<. and malicious user can get an advantage
by compromising an untusted device.

To illusirate the wsiquity of R-MATE vulnerabilities, con-
suder the following four scenarios. Fust, in e ddvanced Me-
sering Infrasoracmre (AMI) for conrolling the elecurical power
grid, networked devices (“smart raeters™) are istalled at in
dividual house-holds to allow two-way communication with
conrol servers of the utility company. In an R-MATE attack
against the AMI. 2 malicious cansume: tanpers with the meter
1o emuate an immninent blackeut, or to trick a control server

ve mutiplayer online ganes are sus

sirce a malicious player who tampers with the
game client can getan advantage over other plavers [16]. Third.
wireless sensors are oftea deployed in unsecured enviroaments
(such as theaters of war) where they are vunerablz to tampering
attenpts. A campromised sensar could be coached i to supply-
ing .he wreng observations W a ase siation, using rea-workl
damage. Finally, while electron ¢ haalth records (EHR) are typ
ically protected by encryption while stored ir databases and in
transit ‘o coctors’ offices, they are vulnerable tc R-MATE at-
tack if'an individial doctor’s client machiae is compromised.

L1 Overview

In each of the scenari>s above the adversary's goal is to
tamper with the client code and data under his conirol. The
trasted server’s goal 15 1o desect any such integrity violations,
after which countermensuses (such as severing connections, le-
gal remedies, etc.) can be launched.

Security mechanisms, Ir this paper we presant a system
that achieves protection against R-MATE attacks through the
extensive use of code diversty and coatinuous code replace-
ment In our system, the trus.ed server continuously and auto-
matically generates diverss variants of Client code, pushes these
code updates to the untrusted clents, and installs them as the
client is running  The in‘ention is to fores the cliert ta con-
stantly aralyze and re-analyze incoming code variants, theredy
overwhe/ming his analytical abilities, and meking i difficalt
far him o tamper with the continuously changing code without
this bemng detected by the trusted server

Limitaticns. Our system specifically targets distributed ap-
plications which have frequent client-server communication,
siice client tampenng car only be cetectec at client-server in-
teraction events. Farthbermore, whilz our use of code diversity
can delay an attack, it canno: completely prevent it. Ous geal
is therefore the rapid detection of attacks: applicatians which
need to completely prevent any tampering of client code, for
even the shortest length of time, are notsuitable targets for our
system. To see this. censider the following timeline in the his-
tary of adistributed application munning under our system:

1) client
tampe-s

n.server
detects

130 server
tesponds

l

&7

are nteractior events, points in time when clisnts com-
municate with servers eitker 10 exchange application datz orto
perform coce updates. At time ) the clieat tampers with the
code uncer his conrol Uatil the next irteraction event, curiag
wnterval Jj, the client runs autonomously, and tie server canrot
detedt the alacs. AL time 12, afler an interval A consisting of
a few interaction events, e ¢lient’s tampering has causel it to
display anomalous behavior, perhaps through tae use of an ont-
dated conmunication protocol, and the server defects this. At
time13, finally, “he server issues a resporse, pethaps by shutting
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Consequences

By
e not sharing their artifacts,
e (perhaps unintentionally) leaving
holes in their publications, and
e Not responding to questions,
the authors have effectively guaranteed

that their claims can never be refuted.
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- The probability of getting code out
of someone is inversely proportional
to the outrageousness of the claims ~
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the project is virtually impossible.
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Executable Paper 1

Abstract

We present a new general “ecknique for protecing clients in
dist-ibuted systers azainst Remote Men-at-the-end \R-MATE)
attacks. Such attacks oceur in settings where an adversary has
physical access W an unirusted client device and car oblain an
advantage from tampering with the hardware itszlf or the soft-
wars it cortairs

In our system, the trusted serve: overwheims the untrusted
clieat’s analytcal abilities by continuously znd automatically
genzrating anc pushing © him divese client code variants. The
diversity sabsystem employs a set of primitive code transfor-
matons that provide an eve ~changing attack tarzet for the ad-
versary. making tampering diffizult wichout this being detected
by the server.

1. Introduction

Man-at-the-end (MATE ) attacks occur in settings where an
adversary 1as physical access  a device and compronises it
by mnoering win its hardware or software. Remote man-at-
the-end (R-MATE) attacks occur in distributed systems where
untus lients are in frequent communication with trustea
serversover aaetwor<. and malicious user can get an advantage
by compromising an untusted device.

To illusirate the udiquity of R-MATE vulnerabilitie:
suder the following four scenarios. Fust, in tie Advanced M.
sering Infrasracare (AMI) for conrolling the elecirical power
grid, networked devices (“smart meters”) ate istalled at in
dividual house-holds to allow two-way communication with
conrol servers of the utility company. In an R-MATE attack
against the AMI, 2 malicious consume: tanpers with the meter
fo emuate an imminent bleckeut, or to trick a control server
10 send disconnedt commands 1o other custorers (7.
ond. massive mutiplayer online ganwes are susceptible to R-
MATE attscks sirce a malicious player who tampers with the
vame client a1 getan advantage over other plavers [16]. Third.
wireless sensors are often deployed in unsecured enviroaments
(such as theaters of war) where they are vunerabl: to tampering
attempts. A compromised sensar could be coached irto supply-
ing he wreng observations W a ase siation, @using rea-world
damage. Finally, while electron ¢ haalth records (EHR) are typ
ically protected by encryption while stored ir databzses and in
transit ‘o coctors” offices, they are vulnerable to R-MATE at-
tack if an individial doctor’s client machiae is compromised.

L1 Overview

In each of the scenarids above the adversary's goal is to
tamper with the client code and data under his control. The
trasted server’s goal 1s to delect any such integrity violations,
after which countermeasuses (such as sevenng connections, le-
pul remedies, ete.) can be launched.

stantly aralyze and re-analyze incoming code variants, theredy
overwhe/ming his analytical abilities, and mzking i difficalt
far him o tamper with the continuously changing code witheut
this being detected by the trusted server

Limitaticns. Our syst pecifically targets distributed ap-
plications which have frequent client-server communication,
siice client tampenng car only be cetectec at client-server in-
teraction events. Farttermore, whilz our use of code diversity
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fo emulate an immninent blackeut, or to trick a control server
1o send dissonnect commands 1o other custoners [7.[21]. Se

e games are susceptible to R-

ce a malicious payer who tampers with the

game client ca1 getan advantage over cther players [16). Third.
wireless sensors are oftea deployed in unsecured enviroaments
(such as theaters of war) where they are vunerabl to tampering
attempts. A campromised sensar could be coached it 1o supply-
g he wrong observati tation, Gausing rea-world
damage. Finally, while electron ¢ health reconds (EHR) are typ.
ically protected by encryption while stored ir databses and in
transit ‘o coctors” offices, they are vulnerable to R-MATE at-

if an individial doctor’s client machiae is compromised.
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tamper with the client code and data under his conirol. The
trasted server’s goal 15 10 delect any such mtegrily violations,
after which zountemmcasuses (such as severing conncetions, |
gal remedies, ete.) can be launched.

Security mechanisms. Ir. this raper we present a system

. W v s,
this bemng detected by the trusted
Limitations. Ovr system <pecifically targets distributed op-
plications which have frequent client-server communicat
siace cliznt tampering car only be cetestec at client-server in-
ion events. Farthermore, whilz our use of cade diversity
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Why do we care about

?

reproducibility and repeatability



Dear B, | read your nice
paper, thanks for sharing the

code! However, I’'m unable

to reproduce your results.

Sincerely,
A




Dear A, thank you for pointing

out our errors!

Best wishes,
B
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BLOG@CACM

Yes, Computer Scientists Are Hypercritical

By Jeannette M. Wing
October 6, 2011
Comments (15)

wewm:égéu SHAREg@@GLQJ

Are computer scientists hypercritical? Are we more critical than
scientists and engineers in other disciplines? Bertrand Meyer's
August 22, 2011 The Nastiness Problem in Computer Science blog
post partially makes the argument referring to secondhand
information from the National Science Foundation (NSF). Here
are some NSF numbers to back the claim that we are hypercritical.

This graph plots average reviewer ratings of all proposals
submitted from 2005 to 2010 to NSF overall (red line), just
Computer & Information Science & Engineering (CISE) (green
line), and NSF minus CISE (blue line). Proposal ratings are based
on a scale of 1 (poor) to 5 (excellent). For instance, in 2010, the
average reviewer rating across all CISE programs is 2.96; all NSF
directorates including CISE, 3.24; all NSF directorates excluding
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average reviewer rating across all CISE programs is 2.96; all NSF
directorates including CISE, 3.24; all NSF directorates excluding




DBMS Research First 50 Years, Next 50 Years

Jeffrey F. Naughton

*SIGMOD 2010
* 350 submissions
Anonymous  Number of papers
Reviewer with all reviews

“accept” or higher:

76



BLOG@CACM

The Nastiness Problem in Computer Science

By Bertrand Meyer
August 22, 2011
Comments (33)

Are we malevolent grumps? Nothing personal, but as a community
computer scientists sometimes seem to succumb to negativism.
They admit it themselves. A common complaint in the profession
is that instead of taking a cue from our colleagues in more cogently
organized fields such as physics, who band together for funds,
promotion, and recognition, we are incurably fractious. In
committees, for example, we damage everyone's chances by
badmouthing colleagues with approaches other than ours. At least
this is a widely perceived view (“Circling the wagons and shooting
inward," as Greg Andrews put it in a recent discussion). Is it
accurate?

One statistic that I have heard cited is that in 1-to-5 evaluations of
projects submitted to the U.S. National Science Foundation the
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The Nastiness Problem in Computer Science

August 22, 2011
Commen ts (33)

Are we malevolent grumps?

... we damage everyone’s chances
by badmouthing colleagues with
approaches other than ours.

! ' One statistic that I have heard cited is that in 1-to-5 evaluations of
projects submitted to the U.S. National Science Foundation the
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Hate Us on Facebook!




Hate Us on Facebook!

Your site is
violating IRB
guidelines — take
it down!




Hate Us on Facebook!

Your study
stinks! Why didn’t
you just...




Hate Us on Facebook!

Your students
made rookie
mistakes!




Hate Us on Facebook!

My code builds!
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Hate Us on Facebook!

it doesn’t build,
but why didn’t you
email me???




Turnabout is Fair Play!

y

» Examining
“Reproducibility in
Computer Science”

Examining
“Reproducibility in
Computer Science”

1 What We Are Doing

-~-— - Progress

g
Yeview

§ N

Z Examining "Reproducibilit X \

Examining ‘“Reproducibility in Computer Science”

1 What We Are Doing
Welcome to repo-repe-repro: the repository to repeat an experiment in “reproducibility”!

A group led by Christian Collberg attempted to evaluate the buildability of artifacts from
research papers. Our goal is to allow the community to review and reconstruct their
findings. Note: We are not the original authors! If you have questions about the origina
study, please contact them, not us!

We are grateful to Collberg, ct al. for initiating this discussion and makin
available. This is a valuable service based on an enormous ¢

Even if we end up disagreeing with their findings, we remain d¢

their service to the community by highlighting these important iss

We do disagree with Collberg, et al.’s use of the term “reprodug
including ourselves, associate it with an independent reconstrug
paper, for instance, spells out the difference between repeatabil
and provides interesting examples.



Please let us know if there's
anything we can do in support of
your efforts to examine our

paper! We think your effort is
terrific!

a8




©® © @ [ Reproducibility in Computer & x
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C O @ reproducibility.cs.arizona.edu/v1/index.html|

Repeatability in Computer Science
Home::Table of Results — March 2014

Notice

Please disregard the results below — they are included for completeness but
contain numerous errors. We have redone the study and report the new results.

We originally put up this website so that the reviewers of our submitted paper could have access
to our raw data, code, and technical report, in case they wished to review it. It was never publicly
announced. Nevertheless, the site became public knowledge, and over the last week we have
received many emails pointing out many apparent errors in the data. Some of these errors are, no
doubt, a consequence of the definition of reproducibility we used in the study:

Can a CS student build the software within 30 minutes, including finding and
installing any dependent software and libraries, and without bothering the authors?

As a result, we made another pass over the data, along with the people behind this site. We very
much welcome these reviews-of-the-reviews - this is exactly the way science should work! Please
don't hesitate to contact us should you have any further questions and comments.

This page is set to be unindexed by search engines.

Christian and Todd
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f A group of independent researchers set out

to verify our build results through a crowd- *
sourced effort; http://cs.brown.edu/” sk/Mem-
os/Examining-Reproducibility

To encourage repeatable r¢
repeatability engineering a
commitments to sharing re

k

| BY CHRISTIAN COLLBERG AND TODD rupsssrsmerm s

Repeatability
in Computer
Systems
Research

T r 7
backed up, we made a second ORA re-

quest, this time forthe email messages
among the authors, hoping to trace the
whereabouts of the source code. The
legal department first responded with:
“... the records will not be produced
pursuant to [ORA sub-clause].” When
we pointed out reasons why this clause
does not apply, the university relented
but demanded $2,263.66 “ ... to search
for, retrieve, redact and produce such
records.” We declined the offer.

We instead made a Freedom of In-
formation Act request to the National
Science Foundation for the funded
grant proposals that supported the re-
search. In one, the principal investiga-
tor wrote, “We will also make our data
and software available to the research
community when appropriate.” In the

Acknowledgments

IN 2012, WHEN reading a paper f
computer security conference, y
there is a clever way to defeat thi
in the paper, and, in order to shj
the authors (faculty and graduai
ranked U.S. computer science d
for access to their prototype sysi
no response. We thus decided t{
algorithms in the paper but soo
obstacles, including a variable ¢
function defined but never used

T

cNCe

-

formula that did not typecheck. Ve SREUTEaUTITOrS
for clarification and received a single response: “I
unfortunately have few recollections of the work ... ”
We next made a formal request to the university for
the source code under the broad Open Records Act
(ORA) of the authors’ home state. The university’s

62 COMMUNICATIONS OF THE ACM MARCH 2016 | VOL.59 | NO.3

-
many challenges, so funding agencies
should provide support for the
engineering resources necessary to
enable repeatable research.

m To incentivize authors to share their
research artifacts, publishers should
require pre-publication declarations
from authors specifying their
commitment to sharing code and data.

are included for completeness but
the study and report the new results.

We would like to thank Saumya Deb-
ray, Shriram Krishnamurthi, Alex War-
ren, and the anonymous reviewers for
valuable input.
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rther questions and comments.




f A group of independent researchers set out
to verify our build results through a crowd- =
oo reemaen, sourced effort; http://cs.brown.edu/” sk/Mem-
repeatability enginieeringa  gs/Examining-Reproducibility

commitments to sharing re Bnce

| BY CHRISTIAN COLLBERG AND TODD

r r v
backed up, we made a second ORA re-
quest, this time forthe email messages

= = among the authors, hoping to trace the
e ea a I I whereabouts of the source code. The
legal department first responded with:

“... the records will not be produced

- pursuant to [ORA sub-clause].” When
I n o m u e r we pointed out reasons why this clause
does not apply, the university relented
but demanded $2,263.66 “ ... to search
for, retrieve, redact and pmduce such

Systeme e
Re Repeatability and Benefactlon in Computer Systems Research

201, A Study and a Modest Proposal

computet
thereis a|{

in the pap University of Arizona TR 14-04

the authol
ranked U.
for access

algorithng Christian Collberg |collberg@gmail . com
bstacles| . . -
function Todd Proebsting proebsting@cs.arizona.edu
f ilatl . .
for ctaill Alex M Warren amwarren@email .arizona.edu

unfortung

A/,
VO iaus asvimar seyquvon o e s y vesea e srilacs pablshers shouid :
the source code under the broad Open Records Act require pre-publication declarations 5
s N . e from authors specifying their 3
(ORA) of the authors’ home state. The university’s commitment to sharing code and data.

62 COMMUNICATIONS OF THE ACM | MARCH 2016 | VOL.59 | NO.3




* Shri.ramKrishnamurthi o
They did *crap* work, would not

admit to when caught out and even
pretended it hadn’t happened.

S



...these researchers have done a
_ disservice to science by publishing a
\ study they knew to be horse manure,
/ and then piling more bull crap on it

‘when caught ... they are simply trying
to build a reputation off a problem
they don't really care to solve ...

https://www.facebook.com/jvitekjr/posts/10155809013435351



To the University of Arizona
Institutional Review Board:

Revoke their IRB permission!




1.Their deception study was bad
— | don’t trust them!




1.Their deception study was bad
— | don’t trust them!
2.They’re violating my privacy!

The authors
ehave
ehave not

verified




1.Their deception study was bad
— | don’t trust them!

2.They’re violating my privacy!

3.They’re spying on my computer!

The authors
ehave
ehave not

verified




 3rd Law of Artifact Sharing
(Mother’s Law)

Without a culture of respectful
academic interchange, where
failure is seen as an accepted part
of the progression of science,
sharing will not become default
behavior.







Rewards

Credibility: They may
trust your work more

RisKsS

when they can try it.




RisKs Rewards

Credibility: They may Credibility: They may

find bugs and not trust trust your work more
your results. when they can try it.




RisKs Rewards

Credibility: They may Credibility: They may
find bugs and not trust trust your work more
your results. when they can try it.

Visibility: They may
notice your work when
they can build on it.




RisKsS

Credibility: They may
find bugs and not trust
your results.

ROI: They may ignore
your code in spite of
your efforts to share.

Rewards

Credibility: They may
trust your work more
when they can try it.

Visibility: They may
notice your work when
they can build on it.
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2nd Law of Artifact Shafiﬁg

'\ The root of the scientific .
/| transparency problem is sociological,
not technological: we do not share
solid artifacts because there is little
¢ professional glory to be gained from
doing so.

’
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~ 1st Law of Artifact Sharing |
(Corollary to Max Planck’s Quip)

~ Scientific transparency advances
~one funeral at a time. S8




Educators: Propose a
Research Methods
course!
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Conference chairs: Insist
on contact email and
sharing statements!

X '-‘i I .
v . L o

| 0
LS il 1‘:«(_‘.....

- gl T T

P NG aat
e ey

—— "‘_;*‘1’



Researchers: Prepare to §
share and use checklists!
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Funders: Require data
and code sharing!

: '.‘i Tt
s { .-

| 'y
P % ’f‘-‘"".

- -






sale333|

woalgouw
2041qOoLL
obo

joed

18anbalt'so|
B1ss|
oesoe
$00
yoswia
sAsuas
djeol
sspu
ulds
plUgAY
2s9|
pouwlbis
yosbis
181N
spod
0)dAIo
so|dse
Eepos
289
|dod
peool
ses
gamuwias

Conference (DBLP key)

Sopol
soljewbis
celros
oep
pads|
sey

peis
eody

ssl
sAsiqow
owl|

ds

Sal|

uus|
sAsolna
MJSO
duo)

28
Inouoo
ABD

en
wwoobis
Jaindwioala
SsU
quioosal
ssn

ol
1880°'ssn
dsos
Xiuasn
16y

Ipsu
Ipso

Author Emails Included in Paper

08 09 oy 0c

(%) 4Qd 8Py Ul papnjou| s|lew3 Joyiny




Paper

H1OdWOV

11N

lymsbeq

Publisher

d

0,
=
=

O
=
=

i

H.1Og334l

Jabundg

XIN3ISN

Author Ema

_
08 09 O 0¢

(%) 4Qd 2|91y Ul papnjou| s|iew3 Jouyny




Author Emails Included in Paper

\documentclass[..]{article}
\usepackage{usenix2019 v3}
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Article PDF (%)
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